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1 . This opinion contains indications relating to the following items: 

Basis of the opinion 
Priority 

Non-establishment of opinbn with regard to novelty, inventive step and industrial applicability 
Lack of unity of invention 

Reasoned statement under Rule 43Wf.l(a)(i) with regard to novelty, inventive step or industrial 
applicability; citations and explanations siq}poiting such statement 

Certain documents cited 

Certain defects in the international application 

Certain observations on the international application 

2. FURTHER ACTION 

If a demand for international preliminary examination is made, this opinion wiU be considered to be a \vritten opinion of the 
International Preliminary Examining Authority ("IPEA") except that this does not apply wh^e the W^^^ "J 
Authority other than this one to be the IPEA and the chosen IPEA has notified the International Bureau under Rule e6Abis(b) 
that written opinions of this International Searching Authority will not be so considered. 

If this opinion is, as provided above, considered to be a written opinion of the IPEA, the applicant is invited to subimt to the 
IPEA a written reply together, where appropriate, with amendments, before the expiration of 3 months fix)m the date ot maxlmg 
of Form PCT/ISA/220 or before the expiration of 22 months from the priority date, whichever expires later. 
For further options, see Form PCT/ISA/220. 

3. For further details, see notes to Form PCT/ISA/220. 
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WRTTTEN OPINION OF THE 
INTERNATIONAL SEARCHDSfG AUTHORITY 


International application No. 
PCT/IL04/01191 


Box No. I Basis of this opinion 


1. With regM to the language, this opinion has been established on the basis of the international application in the language in which it 
was filed, unless otherwise indicated under this item. 


1 1 This opinion has been established on the basis of a translation from the original language into the following language , 
which is the language of a translation furnished for the purposes of international search (under Rules 12.3 and 23.1(b)). 


2. With regard to any nucleotide and/or amino acid sequence disclosed in the international application and necessary to the claimed 
invention, this opinion has been established on the basis of: 


a. type of material 




1 1 a sequence listing 




1 1 table(s) related to the sequence listing 




b. format o f material 




1 1 in written format 




1 1 in computer readable form 




c. time of filing/furnishing 




1 1 contained in international application as filed. 




1 1 filed together with the mtemational application m computer readable form. 


m furnished subsequently to this Authority for the purposes of search. 


3 n In addition, in the case that more than one version or copy of a sequence Usting and/or table relatmg ttoeto to b^^ fUed 
' or furnished, the required statements that the information in the subsequent or additional copies is identical to that m the 
application as filed or does not go beyond the application as fded, as appropriate, were furnished. 


4. Additional comments: 
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Box No. V Reasoned statement under Rule 43 Aw.l(a)(i) with regard to novelty, inventive step or industrial 



applicability; ci tations and explanations supporting such statement 

L Statement 

Novelty (N) Claims NONE 

Claims 1:20 

Inventive step (IS) 



Industrial applicability (lA) 



2. Citations and explanations: 
Please See Continuation Sheet 



YES 
_N0 



Claims NONE 

Claims 1:20 .^O 



Claims 1-20 



YES 



Claims NONE 
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International application No. 
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Box No. VIU Certain observations on the international application 

The following observations on the clarity of the claims, description, and drawings or on the questions whether the clainas are fully 
supported by the description, are made: 

Claims 7 17 are objected to as lacking clarity under PCT Rule 66.2(a)(v) because the claims are not fully supported by the 
descriptioa The application, as originally filed, did not describe: Claims 7 and 17 recite ttie limitation "sign in parameters" the 
specification doesnt describe the details of the "session sign in parameters". 

Claims 8 & 18 are objected to as lacking clarity under PCT Rule 66.2(aXv) because the claims are not fully supported by the 
description. The application, as originally filed, did not describe: Clainns 8 and 18 recite the limitation "initial session type parameters" 
the specification doesnt describe the details of the " initial session type parameters ". 
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Supplemental Box 

In case the spate in any of the preceding boxes is not sufficient. 




V. Z Citations and Explanations: . . u n ^ -» i TKonn'^/nnsioifi 
Claims 1-20 lacks novelty under PCT Article 33(2) as being anucipated by Carter et aL US 2003/0051026. 

Regarding clainB 1 & U: Carter disdoses a security S)«em for pre^ting unauthorized p^^^^^^ 

network Lver environment (Page 10. Paragmph 7«!).wfaereiii each process is associated to at east ows identified 

™Stoiles^on^e 21. Paragr^hs 341 & 349 /session ID) and the process authonzaUon is detenmned in 

communication session (Page 25. Paragraph 383 /Rules d^ing the processes access). 

Reflardine claims 2 & 12- Carter dixloses the system of claim 1 further comprising of a filtering module installed on each 
^SSg tlSioSd processes activTties in accordance with determined authorizafaon (Pfl^a i<5. Paragraphs 
^6W&P^4Tpw^^aph984 /a sub-layer to block all processes associated with altaclcs byflltenng out aU 
IP addresses related to the process in the Process Matrix Vector). 

Reaardine claims 3 & 13- Carter discloses the system of claim 1 v*erein the system mcludes at lesBt one a^ inslaUed 
^SXTtecSd seiners within the servefnetwork enviromnent. said a^t enables coodatog be^een processes 
L sessions ^different servers {.Page 36paragraphs 653. 656&Page 37 Paragraphs 665. 667 & 671 / 
Commander. Demtms. KnS. Agents and angels perform correlation and access control). 

Regarding claims 4 & 14: Carter discloses thee system of claim 1 wherein for each pro^ss ^^^f "^Si^P™ /ZJ 
identified communication session is added to the process information vector (Page 23. Paragraph 363 /Process ID 

PID). 

Reganiing claims 5 & 15: Carter disclose the system of claim 4 wherein toe i^^ 

kZ3n in the process information vector (Page 21. Paragraphs 341 & 342 /PID vector). 

Regarding claims 6 & 16: Carter discloses the system of claim 1 wherein the iwresses a^ 
communication session by a unique process identifier {Page 21. Paragraphs 342.34S). 

Regarding claims 7 & 17: Carter discloses the system of claim 1 wherein the identified session properties are sign in 
parameters {Page 21. Paragraph 349). 
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Supplemental Box 

In case the space In any of the preceding boxes is not sufficient. 



Regarding claims 8 & 18: Carter discloses the system of claim 1 wherein the identified session properties are initial 
session type parameters (Page 21, Paragraph 351 & Page 23 paragraph 363). 

Regarding claims 9 & 19: Carter discloses the system of claim 1 wherein the identified session properties are hyperlink 
session address typ e parameters. 

Regarding claims 10 & 20: Carter discloses the system of claim 6 wherein the communication session is identified 
according to a unique Transmission Control Protocol (TCP) port ID (Page 21 Paragraphs 349, 350& 351). 



Claims 1-20 meet the criteria set out in POT Article 33(4) and thus have industrial appUcability because the subject matter claimed can 
be made or used in industry. 
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date (Rule AAbis .2). 





Date of issuance of this report 
03 July 2006 (03.07.2006) 


ITie Liternational Bureau of WlPO 
34, chemin des Colombettes 
1211 Geneva 20, Switzerland 

Facsimile No. +41 22 338 82 70 


Authorized officer 

Simin Baharlou 

e-mail: pt09@wipo.int 



Form PCT/IB/373 (January 2004) 



PATENT COOPERATION TREATY 

From the 

, INTERNATIONAL SEARCHING AUIHORrTY 



To: 

APPELFELD ZER LAW OFFICE 

29ULINBLUM 

TEL-AVIV, ISRAEL 65133 



REC'D 2 3 SEP 2005 



FCT 



PCT 



WRITTEN OPINION OF THE 
INTERNATIONAL SEARCHING AUTHORITY 

(PCT Rule 43to.l) 



Date of mailing 
(day/month/year) 



21 SEPi 



Applicant's or agent's file reference 
B-O026-O00O 



FOR FURTHISR ACTION 

See paragraph 2 below 



International appHcation No. 

PCT/IL04/01191 



International filing date (day/month/year) 
30 December 2004 (30.12.2004) 



Priority date (dayAnontlt/year) 
02 January 2004 (02.01.2004) 



International Patent Classification (IPC) or both national classification and IPC 
IPC(7): G06F 11/30.9,12,14, 15.32>173; H04L. 9/00 and US CL: 7 13/201,164.167. 187,189.705/58>75;709/224 



Applicant 

APPHCURE TECHNOLOGIES LTD. 



1 . This opinion contains indications relating to the following items: 

Basis of the opinion 
Priority 

Non-establishment of opinion with regard to novelty, inventive step and industrial applicability 
Lack of unity of invention 

Reasoned statement under Rule 43Wf.l(a)(i) with regard to novelty, inventive step or industrial 
applicability; citations and explanations supporting such statement 

Certain documents cited 

Certain defects in the international application 

Certain observations on the international application 

2. FURTHER ACTION 

If a demand for international preliminary examination is made, this opinion wiU be considered to be a written opinion of the 
International Preliminary Examining Authority ("IPEA'O except that this does not apply whwe the W^**^"^, ^^^^ ?J 
Authority other than this one to be the IPEA and the chosen IPEA has notified the Jntemational Bureau under Rule 66. lbis(b) 
that written opinions of this International Searching Authority will not be so considered. 

If this opinion is, as provided above, considered to be a written opinion of the IPEA, the appUcaat is invited to subimt to the 
IPEA a written reply together, where appropriate, with amendments, before the expiration of 3 months firom the date ot maumg 
of Form PCT/ISA/220 or before the expiration of 22 months torn the priority date, whichever expires later. 
For further options, see Form PCT/ISA/220. 

3. For further details, see notes to Form PCT/ISA/220. 





BoxNo. I 


□ 


BoxNo.II 


□ 


BoxNo. in 


□ 


BoxNo. rV 




BoxNo. V 


□ 


BoxNo. VI 


□ 


BoxNo. VII 




BoxNo. Vin 



Name and mailing address of the ISA/ US 
Mail Slop PCT, Albi: ISA/US 
Commissioocr for Patents 
P.O. Box 1450 

Alexunddo, ViiBinia 22313-1450 
Facsimile Na (571) 273-8300 




*oim PCT/ISA/237 (cover sheet) (January 2004) 



WRITTEN OPINION OF THE 
INTERNATIONAL SEARCHING AUTHORITY 


International application No. 
PCT/lL04/0n91 


Box NOi I Basis of this opinion 


1. With regaidto the language, this opinion has been established on the basis of the international application in the language in which it 
was fiJed, unless otherwise indicated under this item. 


1 1 This opinion has been established on the basis of a translation from the original language into the following language , 

which is the language of a translation furnished for the purposes of international search (under Rules 12.3 and 23.1(b)). 


2. With regard to any nucleotide and/or amino acid sequence disclosed in the international application and necessary to the claimed 
invention, this opinion has been established on the basis of: 


a. type of materia] 




1 1 a sequence listing 




1 1 table(s) related to the sequence listing 




b. format o f material 




1 1 in written format 




1 1 in computer readable form 




c. time of fiUng/fumishing 




1 1 contained in international application as filed. 




1 1 filed together with the international application in computer readable form. 


n furnished subsequenfly to this Authority for the purposes of search. 


3 n In addition, in the case that more than one version or copy of a sequence Hsting and/or table relating thereto has been fUed 
' or furnished, the required statements that the infoixnation in the subsequent or additional copies is identical to that m the 
application as filed or does not go beyond the application as filed, as appropriate, were furnished. 


4. Additional comments: 
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Box Na V Reasoned statement under Rule 43 6to.I(a)(i) with regard to novelty, inventive step or industrial 
applicability; citations and explanations supporting such statement 



1. Statement 

Novelty (N) 



Claims NONE 
Claims 1-20 



.YES 
NO 



Inventive step (IS) 
Industrial applicability (lA) 



Claims NONE 
Claims 1-20 



_YES 
_N0 



Claims 1-20 



Claims none 



_YES 
NO 



2. Citations and e^iplanations: 
Please See Continuation Sheet 
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Box No. Vni Certain observations on the international application 

The following observations on the clarity of the clainos, description, and drawings or on the questions whether the claims are fiiUy 
supported by the description, are made: 

Clahns 7 & 17 are objected to as lacking clarity under PCX Rule 66.2(a)(v) because the claims are not fully supported by the 
descriptioa The application, as originally filed, did not describe: Claims 7 and 17 recite file limitation "sign in paramctcis" the 
specification docsn*t describe the details of the "session sign in parameters". 

Claims 8 & 18 are objected to as lacking clarity under PCT Rule 66.2(aXv) because the claims are not fuUy supported by the 
description. The application, as originally filed, did not describe: Claims 8 and 18 recite the limitation "initial session type parameters" 
the specification doesnt describe the details of the " initial session type parameters 
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Supplemental Box 
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RBEardinB claims 1 & ll" Carter disdoses a seiairity s>Btem for preventing imau*ori2ed processK acUviti^^^ v^dttina 
SSr^S^viSrunem?'«ge 10. Paragr^h ICS), wherein each process is associated to at east jtoUfl^ 
™^SllesS^e 21. Paragraphs 341 & 349 /session ID) and the process authonzation is determned m 
rccTrceXSeTfiS 

communication session (Page 25. Paragraph JfiS /Rules d^ing the processes access). 

ReBaidinBclaims2& 12: Carter disdoses the system of claim 1 further comprising of a ltering mod^^ 
SfoSd^g unauthorized processes activities in accordance with determined authorization (Page 35, Paragraphs 
7^<S&P^47T^^h984 /a sub-layer to block all processes associated with altacKs by filtering out aU 
IP addresses related to the process in the Process Matrix Vector). 

ReeardineclaimsS & 13: Carter discloses the system of claim 1 wherein the sjBtem includes at least one agent 
S^t^tittd servers within the servernetworkenvironmem^^^^^^ 

L sLsiois bn diirerent servers (Page 36 paragraphs 653. 656 & Page 37 Paragraphs 665. 667 & 671 / 
Commander. Demons, KnS, Agents and angels perform correlation and access control)- 

Regarding claims4& 14: Carter discloses thee system of claimlj^ 

identified communication session is added to the process information vector (Page 23. Paragraph 363 /Process ID 
PID). 

Regarding claims 5 & 15: Carter disclose the system of claim 4 wherein ^Vl't^'l^p^^^^oT''' ''"^ 
infemation in fte process information vector (Page 21. Paragraphs 341 & 342 /PID vector). 

Regarding claims 6 & 16: Carter discloses the system of clahn 1 whwein the V^^J^ associated to the identified 
coinmiication sessicm by aiirnqne process identifier (Page 21. Paragraphs 342.346). 

Regarding claims 7 & 17: Carter discloses the system of claim 1 wherein the identified session properties are sign in 
parameters (Page 21. Paragraph 349). _ 
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In case the space in any of the preceding boxes Is not sufficient. 

Regarding claims 8 & 18: Carter discloses the system of claim 1 wherein the identified session properties are initial 
session type parameters (Page 21, Paragraph 351 <Sc Page 23 paragraph 363). 

Regarding claims 9 & 19: Carter discloses the system of claim 1 wherein the identified session properties are hyperlink 
session address type parameters. 

Regarding claims 10 & 20: Carter discloses the system of claim 6 wherein the communication session is identified 
according to a unique TVansmission Control Protocol (TCP) port ID (Page 21 Paragraphs 349, 350& 351). 

Claims 1-20 meet the criteria set out in PCT Article 33(4) and thus have industrial appUcability because the sulgect matter claimed can 
be made or used in industry. 
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